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Testing is Important…
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Robustness of STL
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Falsification is Oneshot
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Equivalence Test: ℳ ≈ ℳ
• Theoretically: Automata-based conformance test 

e.g., W-method [Chow, TSE’78], Wp-method [Fujiwara+, TSE’91]


• ☹ # of states is necessary for soundness


• Practically:

• Random test


• ☹ Not good at “rare” cex
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Q. How about hitting “rare” cex 
with robustness of STL?
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Robustness-Guided Equivalence Test

• Equivalence Test with Robustness + Optimization


• Search for u s.t. 

• Genetic algorithm or hill climbing

• Fitness function: Robustness of STL


•  is not directly evaluated


• Discrete behavior of  is not a problem

ℳ(u) ≠ ℳ(u)

ℳ
ℳ

10

[Contribution]
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Contributions

• Presented robustness-guided equivalence test

• Also introduced a new robustness suitable to 

model checking


• Used it for black-box checking of CPS


• Experimental evaluation: outperforms the baseline
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Outline

• Introduction
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• Automata learning, model checking, & equiv. test
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• Experiments
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Automata Learning

1. Obtain suitable input/output pairs  of 

• Input/output: finitely discretized


2. Generate a candidate Myhill-Nerode equiv. rel.


3. Construct the corresponding Mealy machine 

(u, ℳ(u)) ℳ

ℳ

14
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Issue: φ is not in LTL but in STL


Our Solution: Encode to LTL model checking


 
Assumption:  
signal is discrete-time with constant interval

Model Check:  ?ℳ ⊧ φ

16

~

Proposition

LTL
φ ::= P ∣ φ ∧ φ ∣ ⋯ ∣ φ𝒰φ

STL
φ ::= x ⋈ c ∣ φ ∧ φ ∣ ⋯ ∣ φ𝒰Iφ

Inequality
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Robustness-Guided Equivalence Test

20

[Contribution]

Gen. population U
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Return u
U := U'



M. Waga (NII)

Robustness-Guided Equivalence Test

20

[Contribution]

Gen. population U

 ?∀u ∈ U . ℳ(u) = ℳ(u)

Gen. next population U'

Selection: u' ∈ U' s.t. 
 is smallρ(ℳ(u′ ), φ)

~ No

Yes

Return u
U := U'



M. Waga (NII)

Robustness-Guided Equivalence Test

20

[Contribution]

Gen. population U

 ?∀u ∈ U . ℳ(u) = ℳ(u)

Gen. next population U'

Selection: u' ∈ U' s.t. 
 is smallρ(ℳ(u′ ), φ)

~ No

Yes

Return u
U := U'

GA: Crossover & 
Mutation 

HC: Neighbors



M. Waga (NII)

Robustness-Guided Equivalence Test

20

[Contribution]

Gen. population U

 ?∀u ∈ U . ℳ(u) = ℳ(u)

Gen. next population U'

Selection: u' ∈ U' s.t. 
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Return u
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Why  as Fitness?ρ(ℳ(u′ ), φ)

Assumption:  
 i.e. ∃u. 


Fact:  i.e. 
 

 by model checking


Heuristic: Find u' s.t. 
 in 

 is small
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ρ(ℳ(u), φ) ≤ 0

ℳ ⊧ φ
∀u . ρ(ℳ(u), φ) ≥ 0

ℳ(u′ ) ≠ ℳ(u′ )
ρ(ℳ(u′ ), φ)
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How About Direct Comparison?
• Direct comparison is also available e.g. [Abbas+, 

MEMOCODE’14]


• Potential Issue: more local maxima

22

Input

Output
ℳ(u)

ℳ′ (u)

Cont. vs Cont.

Input

Output
ℳ(u)

ℳ′ (u)

Cont. vs Disc.



M. Waga (NII)

Outline

• Introduction


• Preliminary: Black-box checking
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Research Questions

RQ1: Does RobBBC falsify as many spec. as baseline?


RQ2: Which BBC is the best: Random, GA, and HC?


RQ3: Scalable wrt # of spec?

24
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Experiment Setting: Algorithms
• Robustness-guided BBC with 


• Genetic Algorithm (RobBBC(GA))

• Hill Climbing (RobBBC(HC))


• BBC (equivalence test by random search)


• Breach: one of the SoTA falsification tools


• Pure random search 


• show the difficulty of the specifications

25

Ours

Baseline
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Experiment Setting: Benchmark

Model: Automatic Transmission [Hoxha+,ARCH’14-15]


Spec: Set of STL formulas


• Similar specifications with different thresholds


• Motivation: hard to decide the threshold

26

STL template parameter valuations size
'1 ⇤(v < p) p 2 {100, 102.5, 105, 107.5, 110, 112.5, 115, 117.5, 120} 9
'2 ⇤(g = 3 ) v > p) p 2 {20, 22.5, 25, 27.5, 30} 5
'3 ⌃[p1,p2](v < p3 _ v > p4) (p1, p2) 2 {(5, 20), (5, 25), (15, 30), (10, 30)}, (p3, p4) 2 {(50, 60), (53, 57)} 8
'4 ⇤[0,26](v < p1) _⇤[28,28](v > p2) p1 2 {90, 100, 110}, p2 2 {55, 65, 75} 9
'5 ⇤(! < p1 _ X (! > p2)) p1 2 {4000, 4700}, p2 2 {600, 1000, 1500} 6
'6 ⇤(v < p1 ) ⇤[0,p2](v < p3)) p1 2 {30, 40, 50}, p2 2 {6, 8, 10}, p3 2 {60, 70, 80, 90} 36
'7 ⇤(((g 6= p1) ^ X (g = p1)) ) ⇤[0,p2](g = p1)) p1 2 {1, 2, 3, 4}, p2 2 {1, 2, 3} 12
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• RobBBC(GA) tends not be the fastest when others 
are available → not the best for easy spec.

RQ2: GA falsified more than Random HC 
For easy spec. Random BBC can be an option
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Scalability wrt # of Spec. in φ6

29

≈ linear

RQ3: BBC is more scalable than Breach  
wrt # of Spec.
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Conclusion

• Introduced robustness-guided BBC


• Equivalence test using robustness


• Experimental evaluation


• It outperforms Breach
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But this is the beginning of the story…
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Direct Reuse of  Does Not Workℳ

31

~
Falsification of Cyber-Physical Systems with Robustness-Guided Black-Box Checking HSCC ’20, April 22–24, 2020, Sydney, NSW, Australia

Table 3: Result of falsi�cation only using the extracted Mealy machine. The second column shows the number
of the counterexamples found by model checking of the Mealy machines M̃ extracted during the BBC. The third
column shows the number of the actual counterexamples con�rmed through a simulation of the CPS model M.
The fourth and the �fth columns show the average and the standard deviation of the robustness, respectively.

STL formula � # of � 6|= M̃ # of � 6|=M Average of J�K std. dev. of J�K
⇤(� < 90) 10 5 1.10 1.94

⇤[0,26](� < 90) _⇤[28,28](� > 40) 4 0 4.19 0.00
⇤[0,26](� < 90) _⇤[28,28](� > 50) 10 0 3.80 0.60
⇤[0,26](� < 90) _⇤[28,28](� > 60) 10 0 3.24 0.76

0
5
10
15
20
25
30
35
40

0 5 10 15 20 25 30 35

Th
e
ex
ec
ut
io
n
tim

e
[m

in
.]

The number of the falsi�ed properites

R����� HC GA B�����

Figure 3: The average of the number of the falsi�ed
properties and the time to falsify them [min.] for
�6,tiny, �6,small, �6,medium, �6,large, �6,huge, and �6,gigantic.

HC and equal to that of R����� although GA falsi�ed the
largest number of properties. This is because the genetic
algorithm in GA is more complicated than the hill climbing
in HC and the random search in R����� while these simple
optimization is enough for easy benchmarks. However, even
though GA is not the fastest BBC method, the additional
time caused by GA is only a few minutes and it is acceptable
for many practical usages. Therefore, we conclude that GA
performed the best among the three BBC methods.

5.3 RQ3: E�ectiveness to falsify multiple
speci�cations

Fig. 3 shows the average of the number of the falsi�ed proper-
ties and the time to falsify these properties for �6,tiny, �6,small,
�6,medium, �6,large, �6,huge, and �6,gigantic. We observe that ex-
cept for �6,medium and �6,large of HC, the execution time of
the BBC algorithms tends to be shorter than that of B�����.
Especially, for �6,tiny, �6,small, �6,medium, �6,large, and �6,huge,
we observe that the execution time of HC and GA is more or
less constant while the execution time of B����� increases
linearly. This is because in BBC, once we learn a su�ciently
accurate Mealy machine M̃, we often �nd counterexamples
for several speci�cations immediately. On the other hand,
in B�����, each falsi�cation trial is independent and the

Table 4: Average of the number of the states of the ex-
tracted Mealy machine

R����� HC GA
�1 181.90 270.90 441.50
�2 612.60 661.60 610.00
�3 154.20 200.20 198.30
�4 1372.70 1194.70 1353.30
�5 948.60 1442.14 888.60

�6,tiny 26.60 32.10 35.20
�6,small 45.30 40.60 39.50
�6,medium 41.44 37.80 47.70
�6,large 32.89 48.70 44.80
�6,huge 41.20 36.70 44.80
�6,gigantic 1912.00 1714.40 1891.10

�7 24.00 21.10 20.00

execution time increases linearly. We note that the huge ex-
ecution time of R����� for �6,small and �6,medium is due to
the outliers as the large standard deviations suggest.

5.4 Discussion on the extracted Mealy
machines

One natural question on BBC is whether the extracted Mealy
machine M̃ is a good approximation of the original sys-
tem M. Especially, since the robustness-guided equivalence
testing focuses on the inputs realizing low robustness, it is un-
clear if the extracted Mealy machine M̃ behaves similarly to
the original system M even for the inputs not realizing low
robustness. We note that as shown in Table 4, the extracted
Mealy machines tend to be huge and a manual inspection is
unrealistic.

In order to obtain insights on the aforementioned question,
we conducted the following additional experiments. i) For
a Mealy machine M̃ generated through BBC and an STL
formula � not used when M̃ is learned, we conducted model
checking to obtain a witness � 2 �⇤ of M̃ 6|= �. We note that
if we have M̃ |= �, we cannot obtain such �. ii) By feeding
the generated witness � 2 �⇤ to the original systemM, we
checked if � also witnessesM |= �. Precisely, we checked if
we have O(M(I(�))) |= � by running a simulation. As the
Mealy machines, we used the 10 Mealy machines generated
by GA with the benchmark �6,gigantic. As the STL formulas,
we used variants of the STL formulas in �1 and �4.

Model checking generates 
false  counter examples

But robustness is low
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Future Work

• How to (re-)use the generated Mealy machine?


• Black-box checking for multiple systems


• Adaptive model checking?


• Try more benchmarks to figure out further issues
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Appendix
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Experiment Setting (Detail)

• Executed each same experiment setting 10 times


• We used the average


• Amazon EC2 c4.large (2 vCPUs and 3.75 GiB RAM)
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